





GEOAxIS Frequently Asked Questions (FAQ)
Q:  What is GEOAxIS?
A:  GEOAxIS is the NGA Enterprise Identity & Access Management (IdAM) mechanism.

Q:  What are valid forms of authentication?
A:  DoD issued CAC, Austere account Username and Password, Disadvantaged account Username and Password, Intelink ID, ECA Certificate and NPE Certificate

Q:  What is a Disadvantaged account?
A:  A Disadvantaged user account is for persons with CAC credentials but who are unable to use the CAC.  This may be because of not having access to a CAC reader or because the CAC card no longer works.  The Disadvantaged username and password will allows access to your SBU account as well as access to GVS services.

Q:  How do I get a Disadvantaged account?
A:  Call the NGA Enterprise Service Center (ESC) at 1-800-455-0899 or 578-5555. When enabling a Disadvantaged account, please indicate to the ESC that a password is needed for your SBU account login.

Q:  What is an Austere account?
A:  An Austere account is for persons with no ability to obtain a CAC, but who have a mission need to access NIPR authenticated services.  An NGA sponsor is needed to establish and maintain an Austere Account.

Q:  How do I get an Austere User account?
A:  Call the ESC at 1-800-455-0899 or 578-5555.  An NGA sponsor is needed to request and maintain an Austere account.

Q:  What is an ECA Certificate?
A:  An External Certificate Authority (ECA) is a program to support the issuance of DoD-approved certificates to industry partners and other external entities and organizations.

Q:  How do I login with an ECA certificate?
A:  Navigate to https://www.geoaxis.nga.mil.  Select “PIV/ECA Certificate” option.  Select “OK” on DoD ECA certificate when prompted.  Fill in required information (first name, last name, organization, and email).  Select “register certificate”.  Once the ECA has been registered, authentication is the same as PKI.

Q:  How do I obtain an ECA certificate?
A:  Information on obtaining ECA Certificates can be found at: http://iase.disa.mil/pki-pke/contact.html. 

Q:  What is PIV?
A:  PIV (Personal Identity Verification) is a smart card used by non-DoD Federal employees and contractors for identification.  

Q:  How do I login with PIV?
[bookmark: _GoBack]A:  Navigate to https://www.geoaxis.nga.mil.  Select “PIV/ECA Certificate” option.  Select “OK” on PIV certificate when prompted.  Fill in required information (first name, last name, organization, and email).  Select “register certificate”.  Once the PIV has been registered, authentication is the same as PKI.

Q:  What is an NPE certificate?
A:  An NPE (non-person entity) certificate is a PKI certificate assigned to an authorized device.  GEOAxIS accepts DoD signed Root CA certificates.  The NPE certificate must be registered within XACTA and with GEOAxIS before being able to authenticate with it.

Q:  How do I obtain an NPE certificate?
A:  Information on obtaining NPE PKI Certificates can be found at: http://iase.disa.mil/pki-pke/contact.html or by calling the NGA PKI hotline: 571-557-5900

Q:  How do I register my NPE certificate with GEOAxIS?
A:  Registration must be performed on NGANet/JWICS site at: https://geoaxis.nga.ic.gov.  If you do not have access to JWICS, provide the following information GVSSupport@nga.mil:
a. Click Consumers, GXServices, NPE Request
b. The JWICS form can be completed by anyone who has access to NGANet/JWICS, but ensure correct POC is listed
c. Information needed: 
i. Host Name
ii. IP Address
iii. Distinguished Name of Server
iv. Security Domain Server needs to be registered on (Top Secret, Secret, Unclassified)
v. Server status (Test, Production, Development)
vi. Primary POC name
vii. Primary POC Email
viii. Primary POC Phone #

Q:  Can I use my PALSEC username and password to authenticate?
A:  No, the PALSEC accounts will be deprecated with GVS Release 2.0, currently scheduled for deployment no later than 1 September 2014.







